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Purpose and Objectives

Purpose

Provide an overview of two-factor and multi-factor authentication 
(TFA/MFA) and the importance of using it for Tax Professionals

Objectives

• Review of concepts and terminology

• Screen flows for TFA, MFA

• NIST 800-63B (Authentication)

• Trusted Customer Framework

• Benefits and risks
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Authentication

Authentication is the process of verifying that a user is the same person as 
previously established an account. It’s commonly known as “logging in”. 

A more formal definition from the National Institute of Standards and Technology 
(NIST) describes it as: “For services in which return visits are applicable, a 
successful authentication provides reasonable assurance that the user accessing 
the service today is the same that accessed the service previously.”

A simple, very common form of authentication is a username + password. 
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Username: jdoe

Password: ********
1. 

Welcome John!2. 



Passwords are not secure

Did you know… a password alone is not secure!

• Cybercriminals collect personal data, like login credentials, from various sources 
including data breaches, and sell it for other cybercriminals to abuse.

• It only takes milliseconds for a hacking program to guess most passwords. 

• Key loggers can harvest passwords and covertly transmit them to attackers, granting 
them access to the user’s account. 

The risk for Tax Professionals

Tax professionals are prime targets for identity thieves and hackers. Why? Your clients’ 
information — bank and investment accounts, Social Security numbers, tax returns and 
more — can be a virtual goldmine in the wrong hands. 

That’s why securing accounts against malicious takeovers and data breaches is critical to 
protect your clients and your business. Attacks of greater sophistication should be 
expected against tax professionals than against most individual taxpayers. 

Multi-factor authentication is one of the best ways to protect against these threats. 
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Factors of Authentication

Modern authentication has multiple “factors”, or steps, that combine to make a successful 
login. These are commonly described as something you know; something you have; 
something you are.  
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Facial recognition



Single-Factor Authentication

The most common factor is “something you know”, aka a “memorized secret” such as a 
password or a PIN, which only you should know. However, as discussed, passwords are 
not secure. They are susceptible to phishing, replay, and other forms of cyberattacks, as 
well as plain old guessing. 
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Two-Factor Authentication (TFA)

Two-factor authentication reduces this risk by adding a second “factor” or method, the 
combination of which is needed to log a user in. For example, in addition to your password, 
a user would generate a one-time passcode using an authenticator app. So even if a hacker 
guesses the password, they would still need to access the app to hack the account. 
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Multi-Factor Authentication (MFA)

For systems that need extra security, additional factors can be required for logging in. This 
could be a thumbprint that opens the one-time passcode generation app that supplements 
the user’s password. Note – sometimes the terms MFA and TFA are used interchangeably. 
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Typical process: Multi-factor authentication

During multi-factor authentication, a user commonly enters their username and password 
onto the login site; then receives or generates a one-time passcode (OTP) from a 
different device. The combination of these factors allows the user to access their account. 

There are still risks, depending on things like the password’s strength; and the type of 
second factor in use. For example, if the OTP gets sent to an email, but the email 
account is only single-factor, then a criminal can hack that account and get access to the 
code. SMS messages are easily intercepted, too. 

Sound far-fetched? Unfortunately, no. Cybercriminals are targeting tax professionals with 
these schemes to get access to the valuable data that even a single account can give.
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********

Username
Logged In



The most secure types of MFA

MFA provides a variety of factors to choose from. However, not all factors are created 
equal; they have varying degrees of assurance and practicality. Organizations should do 
a risk assessment to determine the best form of MFA for their users and needs. 
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Security questions can be used for password resets or for MFA. They can be easy for users, but can be 
compromised by simply guessing the answer or doing some research on the target. 

One-Time Passcodes (OTPs) that use an SMS, voice or email service are popular for MFA and do provide 
some security, but there are risks as these forms may be intercepted and compromised. 

Biometric authentication commonly requires a selfie or fingerprint as part of login. They are theoretically 
less hackable since there is only one of “you,” but the technology still has issues with privacy, spoofing, and 
discriminatory algorithms that negatively affect some demographics over others. 

MFA applications generate OTPs via a third-party app, usually on a user’s phone or desktop. They are more 
secure in that an attacker must gain access to the user’s phone; but it can limit the user audience to those 
who have a smartphone or access to the app. 

Specialized authentication apps request the user to verify their identity by interacting with the app on their 
smartphone or desktop. The app then communicates with the login service directly, eliminating the need for a 
user-entered (interceptable) OTP. 

Physical authentication keys are physical devices with an encryption chip that plug into a phone or 
computer, such as a USB device or smart card. These are phishing-proof since the user needs the actual 
device to log in. Since it can be prohibitive to get these devices out to all users, this method is more 
frequently seen in office or organizational settings. 



NIST SP 800-63-3

NIST has published standards for the robustness of an authentication system in their SP 
800-63B. This document lays out three “authenticator assurance levels” or AALs, which 
define different levels of security rules based on the potential harm caused by an attacker 
taking control of an authenticator and accessing the system.

➢ AAL1 provides some assurance that the user controls an authenticator bound to the 
subscriber’s account. 

➢ AAL2 provides high confidence that the user controls authenticator(s) bound to the 
subscriber’s account through use of two-factor authentication. 

➢ AAL3 provides very high confidence that the user controls authenticator(s) bound to 
the subscriber’s account through cryptographic multi-factor authentication. 
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Summary

The most important aspects to remember about MFA are: 

➢ A password alone is not secure. 

➢ Having two or more factors of authentication are strongly 
recommended for tax professionals due to the sensitive nature of 
their systems and data. 

➢ Different factors have different strengths. 

➢ Account recovery procedures should be the same level of security 
as a regular login, although different methods/factors may be used.

➢ Tax professionals should conduct an assessment to identify the best 
MFA options to meet their security and usability needs. 

For more information, please contact the IRS Security Summit 
Authentication working group at: Theresa.Rossi-Franzke@irs.gov
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Thank you!
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Appendix A: IRS Trusted Customer Framework

In 2014, a group of state and industry partners working together developed a set of 
minimum measures for tax software developers called the Trusted Customer Framework 
(TCF). Security Summit working groups are now defining a roadmap to update the TCF 
requirements to adhere to the new NIST AAL2 guidelines. Summit industry partners are 
required to progress along this roadmap; all industry partners are encouraged to do so.

Tax Professionals should note the adherence of their software against this framework. 

Special notes: 

➢ Account recovery: The updated TCF does not differentiate between the traditional 
login experience and situations where a taxpayer may have forgotten their username 
and/or password (i.e., account recovery.) The idea behind this is that all access to an 
online account should be secured with the same level of security. 

➢ Deprecating certain factors: The TCF recommends taking steps to deprecate these 
factors since they are more susceptible to compromise: Stored Question and Answer; 
Out-of-Wallet / Knowledge-Based Verification; and One-time code sent to email. 

➢ Moving toward AAL2: Any solution that meets or exceeds AAL2 will be exempt from 
the minimum TCF requirements if the measure described is no longer utilized. 
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Appendix B: Vendors

Below is a representative sample of some vendors that offer MFA. There are dozens of excellent 
services available and many are free. Tax professionals should conduct an assessment of their 
systems and users to determine which factors would provide the best security and usability. Note - the 
IRS does not endorse any particular vendors. 

Company Overview

Google Authenticator provides 2-step verification services to users accessing mobile 

applications through generating a six-digit one-time password that the user will enter 

in addition to their normal password.

The Duo Mobile app delivers two-factor push notifications to your phone for fast and 

secure access that won’t slow users down.

Authy API plugs into a system’s backend code. When users attempt to log into their 

site, Authy delivers an OTP through its app or by SMS/Voice. 

With this free app, users enter a fingerprint, face recognition, or a PIN. A password 

can also be used as backup. It is compatible with a mobile phone or a tablet and is 

available for Android and iOS. The app also supports OTP and can add any online 

account that also supports this standard. 

With PingID, users can choose from multiple authentication methods including 

mobile swipe, tap, fingerprint and facial recognition; SMS OTP; voice and email 

OTPs, a PIN-protected desktop application, Yubikeys, Apple Watches, and more.

Yubico offers hardware-based authentication with its YubiKey, a device which plugs 

into a USB or other mobile or desktop port with no additional software for the user. 

Yubikeys offer cryptographic multifactor authentication, meeting AAL3. 15


